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Scenario

« Goal. Generate realistic outliers for enabling the learning of an outlier
detector

« Idea. Develop an anomaly detection and generation system based on
unsupervised deep learning model

e Solution. Combine Variational Autoencoders and Generative
Adversarial Networks
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Adversarial Reconstruction Network
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Adversarial Reconstruction Network
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Adversarial Reconstruction Network

Anomalous

—> Classifier
Normal
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Adversarial Reconstruction Network

« The adversarial game has associated the discriminator loss

Lp(Olp, ) = Eyp,llogpe(0]x)] + E x~pp [logpe(1]X)]
Z~qqyp(+|x)
X~9p(2)

- and the generator loss

Lo, 910) = E x-pp [logpg(OID)]+E x-pp [logp(x|%)] — KL|qy (z10)||p(2)]
Z~qy(-|x) Z~qy(-|x)
X~J¢(z) X~9¢(2)
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Experiments

RQl. Does the outlier generator produce realistic outliers? How does it
affect the predictive power?
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Experiments

RQ2. In real-world scenarios, can the classifier component be used to

predict unobserved anomalies? How does 1ts predictive power compare

to other state-of-the-art approaches?

Dataset ARN® ARNY FenceGAN GANomaly OC-SVM Baseline
AUC AUPRC AUC AUPRC AUC AUPRC AUC AUPRC AUC AUPRC AUC AUPRC

KDDCUP99 99 + .00 99+ .00 1.00EX.00 99+.00 [ 99+.00 .99 +.00 1.00+ .00 1.00=E+.00 .96+ .00 97 +.00 1.00+ .00 1.00=L.00
KDDCUP9., | .97 £+ 01 95 + .02 .99 + .00 95+ .02 | 84 £ .01 .77 + .01 92 £+ 01 86 + .01 81 + .00 .71 £ .00 91+ .01 87 £ .01
KDDCUP99,,,, | 1.00 £.00 1.00 £ .00 1.00£ .00 1.00+£ .00 | 92 + 03 .72 = 08 91 + .04 90 + .03 95 + .00 82+ .00 1.00+£.00 1.00=+.00
NSL-KDD 99 + .00 99 + .01 99 + .00 98+ .01 | 96 .00 97+.00 .97+ .01 97 + .01 96 + .00 97+.00 .99+ .00 98 + .00
DoH 99 +£ 01 100+ .00 99+ .01 100+ .00 | .88 +.02 .97 .00 99 £ .00 1.00=E .00 .83 +.00 .97 + .00 96 £ .00 99 £ .00
DoH;,,,, 98 + .01 97 + .02 1.00 £ .00 1.00 £.00 | 89 - 02 .44 + .05 1.00 =+ .00 .98 F .01 90 £ .00 .49 + 01 99 + .00 91 + .04
CoverType [ .94 £ 01 95 + .01 92 + .04 93+ .03 [ 70+.03 A41+.02 56=+.05 30 £ .04 73 £ .02 43 £ .02 53+ .02 28 £ .02
CreditCard | = = 99 + .01 59+ .06 | 90+ .01 .51 + .03 84 £ .02 36 + .05 92 £ 01 .57 + .01 99 + .00 .76 + .01
Bank | .77 £ .06 63 £ .09 69 £+ .07 S50+ .11 [ 56+ .01 .23 + .01 53 + .02 22 + .02 .60 £ .00 28+.00 .65+ .00 32 £ 01
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Experiments

RQ3. Which components of the model contribute to the overall quality?
How do the architectural choices atfect the accuracy of the resulting

predictions?

Dataset ARN®¢ ARNN ARNG—EKLD [ ARNN-KLD I ARNGE
KDDCUPY99 99 + .00 | 1.00 £ .00 98 + .02 98 + .02 74 £ 09
KDDCUP99%., | .97 + .01 99 + .00 98 + .01 96 + .00 83 + .05
KDDCUP99;,,, | 1.00 £ .00 | 1.00 & .00 1.00 & .00 1.00 & .00 .88+ .04
NSL-KDD 99 + .00 99 + .00 99 + .01 98 + .00 74 + 07
DoH 99 + 01 99 + .01 73 + .01 79 + .02 99 + .01
DoH;,,, 98 + .01 | 100. £ .00 99 + .00 .99 + .00 83 + 04
CoverType 94 + 01 92 £ .04 94 + .01 94 £ .01 17 £ .08
CreditCard s 99 + .01 < 96 + .05 75 + .06
Bank 77 + .06 69 + .07 74 + .07 .63 + .07 62 + .04
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Conclusions and Future Work

« ARN: A twofold neural architecture aimed at
generating and identifying anomalies

- Experiments prove the capability of the model in -
generating realistic outliers for enabling the learning ] i

of an outlier detector

* As future work, we plan to study a generalization of ANOI\'?;AUE;’EVERYWHERE
ARN towards a fully unsupervised setting | —

« The proposed approach requires samples labeled as
normal
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Thank you for your attention!



