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Problem Definition

• An anomaly, or outlier, is an observation
that significantly deviates from other
observations
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Problem Definition

• Anomaly Detection
• Goal: Detect anomalous behaviors in a

collection of data
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that significantly deviates from other
observations
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Problem Definition

Angelica Liguori 2

• Anomaly Generation
• Goal: Generate synthetic but realistic anomalies

• Anomaly Detection
• Goal: Detect anomalous behaviors in a

collection of data

• An anomaly, or outlier, is an observation
that significantly deviates from other
observations
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Challenges

Scarcity of labeled anomalies

Expensive Data Collection

Angelica Liguori 3

Labeling data is resource 
consuming

Data Transmission has a cost

Inherent Class Imbalance
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Opportunities
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Detection Generation

Cybersecurity

Smart Industry

Fraud Analysis

Healthcare

Data enrichment

Free labeling

Class imbalance



PhD Thesis Defense Feb 27, 2024

Personal Contribution 
Anomaly Detection
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Scenario: Cybersecurity

Supervised Learning Unsupervised Learning

Information-
Hiding 

Detection

Covert 
Channel 

Detection
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Federated-based Anomaly Detection Systems

Angelica Liguori 6

• Scenario
• A threat actor leverages steganography techniques to hide malicious payload

within high-resolution icons distributed across mobile apps

• Solution
• Defining a supervised federated learning approach that allows cooperation

among different clients/devices to detect abnormal behaviors in the network

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Manco G., Zuppelli M., (2023), “A federated 
approach for detecting data hidden in icons of mobile applications delivered via web and multiple 
stores”, Social Network Analysis and Mining (SNAM), vol. 13, DOI: https://doi.org/10.1007/s13278-023-
01121-9

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Surace G., Zuppelli M., (2022), “Federated Learning 
for the Efficient Detection of Steganographic Threats Hidden in Image Icons”, EAI International 
Conference on Pervasive knowledge and collective intelligence on Web and Social Media (PerSoM), 
vol. 494, DOI: https://doi.org/10.1007/978-3-031-31469-8_6

https://doi.org/10.1007/s13278-023-01121-9
https://doi.org/10.1007/s13278-023-01121-9
https://doi.org/10.1007/978-3-031-31469-8_6
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RQ: How are the performances of the federated approach compared 
with a centralized one?

FL approach achieves comparable performances with a
fully centralized method w/o the necessity of moving
data toward a single node.

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Manco G., Zuppelli M., (2023), “A federated 
approach for detecting data hidden in icons of mobile applications delivered via web and multiple 
stores”, Social Network Analysis and Mining (SNAM), vol. 13, DOI: https://doi.org/10.1007/s13278-023-
01121-9

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Surace G., Zuppelli M., (2022), “Federated Learning 
for the Efficient Detection of Steganographic Threats Hidden in Image Icons”, EAI International 
Conference on Pervasive knowledge and collective intelligence on Web and Social Media (PerSoM), 
vol. 494, DOI: https://doi.org/10.1007/978-3-031-31469-8_6

Federated-based Anomaly Detection Systems

https://doi.org/10.1007/s13278-023-01121-9
https://doi.org/10.1007/s13278-023-01121-9
https://doi.org/10.1007/978-3-031-31469-8_6
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Autoencoder-based Anomaly Detection Systems
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• Scenario
• Identify the presence of network covert channels, i.e., hidden communication, 

within traffic flows

• Solution
• Defining an ensemble of unsupervised neural networks, i.e., encoder-decoder 

architectures

• Cassavia N., Caviglione L., Gurascio M., Liguori A., Zuppelli M., (2023) “Learning Autoencoder Ensembles 
for Detecting Malware Hidden Communications in IoT Ecosystems”, Journal of Intelligent Information 
Systems (JIIS), DOI: https://doi.org/10.1007/s10844-023-00819-8

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Zuppelli M., (2022) “Ensembling Sparse 
Autoencoders for Network Covert Channel Detection in IoT Ecosystems”, International Symposium on 
Methodologies for Intelligent Systems (ISMIS), vol. 13515, DOI: https://doi.org/10.1007/978-3-031-16564-
1_20

https://doi.org/10.1007/s10844-023-00819-8
https://doi.org/10.1007/978-3-031-16564-1_20
https://doi.org/10.1007/978-3-031-16564-1_20
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Autoencoder-based Anomaly Detection Systems
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• Cassavia N., Caviglione L., Gurascio M., Liguori A., Zuppelli M., (2023) “Learning Autoencoder Ensembles 
for Detecting Malware Hidden Communications in IoT Ecosystems”, Journal of Intelligent Information 
Systems (JIIS), DOI: https://doi.org/10.1007/s10844-023-00819-8

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Zuppelli M., (2022) “Ensembling Sparse 
Autoencoders for Network Covert Channel Detection in IoT Ecosystems”, International Symposium on 
Methodologies for Intelligent Systems (ISMIS), vol. 13515, DOI: https://doi.org/10.1007/978-3-031-16564-
1_20

RQ: Can the ensemble strategy improve the performance of the ‘single’
model?

https://doi.org/10.1007/s10844-023-00819-8
https://doi.org/10.1007/978-3-031-16564-1_20
https://doi.org/10.1007/978-3-031-16564-1_20
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Anomaly Detection & Generation

Angelica Liguori 10

Anomaly Detection & 
Generation (Unsupervised)

Identification Evolution

ARN FuDGE
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Adversarial Reconstruction Networks
Methodology

RQ: Can we build a model that effectively distinguishes between normal
and abnormal behaviors using only the available normal data?

• Liguori A., Manco G., Pisani F. S., Ritacco E., "Adversarial Regularized Reconstruction for Anomaly
Detection and Generation”, 2021 IEEE International Conference on Data Mining (ICDM), Auckland,
New Zealand, 2021, pp. 1204-1209, doi: 10.1109/ICDM51629.2021.00145.

• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial 
Counterfactual Generation”, Submitted: Knowledge and Information Systems (Major review)

Angelica Liguori 11
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Adversarial Reconstruction Networks
Methodology

RQ: Can we build a model that effectively distinguishes between normal
and abnormal behaviors using only the available normal data?

A: Adversarial Reconstruction Network (ARN), a twofold neural
architecture aimed at generating and identifying anomalies, without
needing information about them

!"#$%&'
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Anomalous

Normal

• Liguori A., Manco G., Pisani F. S., Ritacco E., "Adversarial Regularized Reconstruction for Anomaly
Detection and Generation”, 2021 IEEE International Conference on Data Mining (ICDM), Auckland,
New Zealand, 2021, pp. 1204-1209, doi: 10.1109/ICDM51629.2021.00145.

• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial 
Counterfactual Generation”, Submitted: Knowledge and Information Systems (Major review)
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Adversarial Reconstruction Networks
Methodology

ARN relies on three components:
• An encoder 𝑞! which can summarize the relevant features of 𝑥, i.e., an
observable sample coming from a distribution ℙ𝒟 (𝑥 ∼ ℙ𝒟), in a latent
code 𝑧

• A generator 𝑔# which, given 𝑧, aims at generating a variants of 𝑥, i.e., '𝑥
• A discriminator 𝑝$which models the outlierness degree

!
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• Liguori A., Manco G., Pisani F. S., Ritacco E., "Adversarial Regularized Reconstruction for Anomaly
Detection and Generation”, 2021 IEEE International Conference on Data Mining (ICDM), Auckland,
New Zealand, 2021, pp. 1204-1209, doi: 10.1109/ICDM51629.2021.00145.

Angelica Liguori 12

• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial 
Counterfactual Generation”, Submitted: Knowledge and Information Systems (Major review)
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Adversarial Reconstruction Networks
Methodology

The adversarial game has associated the discriminator loss

and the generator loss

ℒ𝒟 𝜃 𝜙, 𝜓) = 	𝔼"∼ℙ𝒟 log 𝑝%(0|𝑥) + 𝔼 "∼ℙ𝒟
&∼'"()|")
,"∼-#(%)

log 𝑝%(1| 4𝑥)

ℒ. 𝜙,𝜓 𝜃) = 	𝔼 "∼ℙ𝒟
&∼'"()|")
,"∼-#(%)

log 𝑝%(0| 4𝑥) + 𝔼 "∼ℙ𝒟
&∼'"()|")
,"∼-#(%)

log 𝑝(𝑥| 4𝑥) 	− 𝕂𝕃 𝑞/ 𝑧 𝑥 ||𝑝(𝑧)

• Liguori A., Manco G., Pisani F. S., Ritacco E., "Adversarial Regularized Reconstruction for Anomaly
Detection and Generation”, 2021 IEEE International Conference on Data Mining (ICDM), Auckland,
New Zealand, 2021, pp. 1204-1209, doi: 10.1109/ICDM51629.2021.00145.

• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial 
Counterfactual Generation”, Submitted: Knowledge and Information Systems (Major review)

13Angelica Liguori
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Adversarial Reconstruction Networks
Experiments

RQ1. Does the outlier generator produce realistic outliers? How does it 
affect the predictive power?

• Liguori A., Manco G., Pisani F. S., Ritacco E., "Adversarial Regularized Reconstruction for Anomaly
Detection and Generation”, 2021 IEEE International Conference on Data Mining (ICDM), Auckland,
New Zealand, 2021, pp. 1204-1209, doi: 10.1109/ICDM51629.2021.00145.

Angelica Liguori 14

• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial 
Counterfactual Generation”, Submitted: Knowledge and Information Systems (Major review)
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Adversarial Reconstruction Networks
Experiments

RQ1. Does the outlier generator produce realistic outliers? How does it 
affect the predictive power?
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• Liguori A., Manco G., Pisani F. S., Ritacco E., "Adversarial Regularized Reconstruction for Anomaly
Detection and Generation”, 2021 IEEE International Conference on Data Mining (ICDM), Auckland,
New Zealand, 2021, pp. 1204-1209, doi: 10.1109/ICDM51629.2021.00145.
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• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial 
Counterfactual Generation”, Submitted: Knowledge and Information Systems (Major review)
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Adversarial Reconstruction Networks
Experiments

RQ2. How does the predictive power of the discriminator compare to 
other state-of-the-art approaches?

• Liguori A., Manco G., Pisani F. S., Ritacco E., "Adversarial Regularized Reconstruction for Anomaly
Detection and Generation”, 2021 IEEE International Conference on Data Mining (ICDM), Auckland,
New Zealand, 2021, pp. 1204-1209, doi: 10.1109/ICDM51629.2021.00145.

Angelica Liguori 15

• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial 
Counterfactual Generation”, Submitted: Knowledge and Information Systems (Major review)
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Adversarial Reconstruction Networks
Experiments
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• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial 
Counterfactual Generation”, Submitted: Knowledge and Information Systems (Major review)



RQ3. Focusing on real scenarios, how is the accuracy affected by 
contamination in the learning process? 
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Adversarial Reconstruction Networks
Experiments

• Liguori A., Manco G., Pisani F. S., Ritacco E., "Adversarial Regularized Reconstruction for Anomaly
Detection and Generation”, 2021 IEEE International Conference on Data Mining (ICDM), Auckland,
New Zealand, 2021, pp. 1204-1209, doi: 10.1109/ICDM51629.2021.00145.
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• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial 
Counterfactual Generation”, Submitted: Knowledge and Information Systems (Major review)
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RQ3. Focusing on real scenarios, how is the accuracy affected by 
contamination in the learning process? 

In what degree a limited amount of supervision helps the learning 
process?
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Adversarial Reconstruction Networks
Experiments

• Liguori A., Manco G., Pisani F. S., Ritacco E., "Adversarial Regularized Reconstruction for Anomaly
Detection and Generation”, 2021 IEEE International Conference on Data Mining (ICDM), Auckland,
New Zealand, 2021, pp. 1204-1209, doi: 10.1109/ICDM51629.2021.00145.

Angelica Liguori 16

• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial 
Counterfactual Generation”, Submitted: Knowledge and Information Systems (Major review)
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Evolution of the outliers

Angelica Liguori 17

• Can outliers shift into a normal pattern over time?
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Evolution of the outliers

• Can outliers shift into a normal pattern over time?
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That’s right, Dear, 
Our Ancestors 

had tails.

That’s right, Dear, 
Our Ancestors 

had tails.

That’s right, Dear, 
Our Ancestors 

had tails.
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Dynamic Graph Generation for Anomaly Detection
Methodology

Angelica Liguori 18

• Define a generative model for modeling the evolution of normality
patterns
• Any deviations from the expected behavior are symptoms of outliers

• Graphs are data structures that fit many real scenarios

• FuDGE: a probabilistic generative model for predicting graph
evolution.



• Problem
• Continuous changes in the graph structure need flexible architectures that can 

dynamically adjust their dimension over times

• Solution
• Define a graph-size invariant probabilistic generative model for predicting the graph

evolution through step-wise changes in the graph structure

Dynamic Graph Generation for Anomaly Detection
Methodology

PhD Thesis Defense Feb 27, 2024Angelica Liguori 19



Dynamic Graph Generation for Anomaly Detection
Methodology
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FuDGE consists of:
• A history network (H) generates a

representation of the entire graph history

• A source network and a destination network
derive embeddings for both source and
destination nodes;

• An auxiliary graph network generates a node
embedding used for matching with
source/destination embeddings and
generating probability scores;

• An event network predicts the event type
(addition/deletion).



• RQ1. Can FuDGE be used to track and predict graph 
evolution in real-world scenarios? How does it compare to 
state-of-the-art approaches?

Dynamic Graph Generation for Anomaly Detection
Experiments

PhD Thesis Defense Feb 27, 2024Angelica Liguori 21



• RQ1. Can FuDGE be used to track and predict graph 
evolution in real-world scenarios? How does it compare to 
state-of-the-art approaches?
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• RQ2. How does FuDGE fit real graph features?

Dynamic Graph Generation for Anomaly Detection
Experiments
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• RQ2. How does FuDGE fit real graph features?

Dynamic Graph Generation for Anomaly Detection
Experiments
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Conclusions

A Federated-based 
Anomaly Detection 

Systems

An Autoencoder-
based Anomaly 

Detection Systems

A Siamese Network 
for Anomaly Detection

Anomaly Detection
Genera

tio
n

&
Adversarial 

Reconstruction 
Network

Dynamic Graph 
Generation for 

Anomaly Detection
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1. Comito C., Guarascio M., Liguori A., Pisani F.S., (2024), “Leveraging a Self-Supervised Deep Learning Approach for Detecting Fake News
Across Various Domains”, Accepted for publication in WSDM – Integrity Workshop

2. Cassavia N., Caviglione L., Guarascio M., Liguori A., Manco G., Zuppelli M., (2023), “A federated approach for detecting data hidden in
icons of mobile applications delivered via web and multiple stores”, Social Network Analysis and Mining (SNAM), vol. 13, DOI:
https://doi.org/10.1007/s13278-023-01121-9

3. Cassavia N., Caviglione L., Gurascio M., Liguori A., Zuppelli M., (2023) “Learning Autoencoder Ensembles for Detecting Malware Hidden
Communications in IoT Ecosystems”, Journal of Intelligent Information Systems (JIIS), DOI: https://doi.org/10.1007/s10844-023-00819-8

4. Comito C., Pisani F.S., Coppolillo E., Liguori A., Guarascio M., Manco G., (2023), “Towards Self-Supervised Cross-Domain Fake News
Detection”, Italian Conference on Cybersecurity (ITASEC), CEUR Workshop Proceedings, URL: https://ceur-ws.org/Vol-3488/paper12.pdf

5. Coppolillo E., Gallo D., Liguori A., Mungari S., Ritacco E., Manco G., (2023), “Siamese Network for Fake Item Detection”, 31st Symposium
on Advanced Database System (SEBD), CEUR Workshop Proceedings, vol. 3478, URL: https://ceur-ws.org/Vol-3478/paper57.pdf

6. Coppolillo E., Liguori A., Guarascio M., Pisani F. S., Manco G., (2023) “Generative Methods for Out-of-distribution Prediction and
Applications for Threat Detection and Analysis: A Short Review”, Digital Sovereignty in Cyber Security: New Challenges in Future Vision.
Communications in Computer and Information Science, vol. 1807, DOI: https://doi.org/10.1007/978-3-031-36096-1_5

7. Liguori A., Mungari S., Zuppelli M., Comito C., Cambiaso E., Repetto M., Guarascio M., Caviglione L., Manco G., (2023), “Using AI to face
covert attacks in IoT and softwarized scenarios: challenges and opportunities” Ital-IA - 3rd National Conference on Artificial Intelligence,
CEUR Workshop Proceedings, vol. 3486, URL: https://ceur-ws.org/Vol-3486/37.pdf

8. Liguori A., Caroprese L., Minici M., Veloso B., Spinnato F., Nanni M., Manco G., Gama J., (2023), “Modeling Events and Interactions
through Temporal Processes – A Survey”, arXiv, URL: https://arxiv.org/abs/2303.06067

9. Cassavia N., Caviglione L., Guarascio M., Liguori A., Zuppelli M., (2022) “Ensembling Sparse Autoencoders for Network Covert Channel
Detection in IoT Ecosystems”, International Symposium on Methodologies for Intelligent Systems (ISMIS), vol. 13515, DOI:
https://doi.org/10.1007/978-3-031-16564-1_20

https://doi.org/10.1007/s13278-023-01121-9
https://doi.org/10.1007/s10844-023-00819-8
https://ceur-ws.org/Vol-3488/paper12.pdf
https://ceur-ws.org/Vol-3478/paper57.pdf
https://doi.org/10.1007/978-3-031-36096-1_5
https://ceur-ws.org/Vol-3486/37.pdf
https://arxiv.org/abs/2303.06067
https://doi.org/10.1007/978-3-031-16564-1_20
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Publications Under Review

• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial Counterfactual Generation”, Submitted:
Knowledge and Information Systems (Major review)

• Liguori A., Caroprese L., Minici M., Veloso B., Spinnato F., Nanni M., Manco G., Gama J., “Modeling Events and Interactions through
Temporal Processes – A Survey”, Submitted: ACM Computing Surveys

• Liguori A., Ritacco E., Benvenuto G., Iiritano S., Manco G., Ruffolo M., “Siamese Networks for Unsupervised Failure Detection in Smart
Indutry “, Submitted: 27th International Symposium on Methodologies for Intelligent Systems – Industry Session

• Liguori A., Zuppelli M., Gallo D., Guarascio M., Caviglione L., “Erasing the Shadow: Sanitization of Images with Malicious Payloads using
Deep Autoencoders”, Submitted: 27th International Symposium on Methodologies for Intelligent Systems

• Guarascio M., Liguori A., Manco G., Ritacco E., “Knowledge Discovery in Databases”, Submitted: Encyclopedia of Bioinformatics and
Computational Biology, 2nd Edition
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Federated-based Anomaly Detection Systems
Methodology

RQ: Can a Machine/Deep learning-based anomaly detection model be
trained without moving data toward a single/centralized device?

A: Yes, Federated Learning is the answer!

Federated learning allows 
cooperation among 
different clients/devices to 
identify anomalous 
behaviors in data distributed 
across these entities.

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Manco G., Zuppelli M., (2023), “A federated 
approach for detecting data hidden in icons of mobile applications delivered via web and multiple 
stores”, Social Network Analysis and Mining (SNAM), vol. 13, DOI: https://doi.org/10.1007/s13278-023-
01121-9

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Surace G., Zuppelli M., (2022), “Federated Learning 
for the Efficient Detection of Steganographic Threats Hidden in Image Icons”, EAI International 
Conference on Pervasive knowledge and collective intelligence on Web and Social Media (PerSoM), 
vol. 494, DOI: https://doi.org/10.1007/978-3-031-31469-8_6
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Federated-based Anomaly Detection Systems
Experiments

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Manco G., Zuppelli M., (2023), “A federated 
approach for detecting data hidden in icons of mobile applications delivered via web and multiple 
stores”, Social Network Analysis and Mining (SNAM), vol. 13, DOI: https://doi.org/10.1007/s13278-023-
01121-9

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Surace G., Zuppelli M., (2022), “Federated Learning 
for the Efficient Detection of Steganographic Threats Hidden in Image Icons”, EAI International 
Conference on Pervasive knowledge and collective intelligence on Web and Social Media (PerSoM), 
vol. 494, DOI: https://doi.org/10.1007/978-3-031-31469-8_6

Angelica Liguori

RQ1: How do the performances of the
end nodes improve during the
federated learning iterations?

RQ2: How is the federated approach
effective in detecting anomalous
behaviors?

3

https://doi.org/10.1007/s13278-023-01121-9
https://doi.org/10.1007/s13278-023-01121-9
https://doi.org/10.1007/978-3-031-31469-8_6
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Federated-based Anomaly Detection Systems
Experiments

RQ3: How are the performances of the federated approach compared
with a centralized one?

FL approach achieves comparable performances
with a fully centralized method w/o the necessity of
moving data toward a single node.

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Manco G., Zuppelli M., (2023), “A federated 
approach for detecting data hidden in icons of mobile applications delivered via web and multiple 
stores”, Social Network Analysis and Mining (SNAM), vol. 13, DOI: https://doi.org/10.1007/s13278-023-
01121-9

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Surace G., Zuppelli M., (2022), “Federated Learning 
for the Efficient Detection of Steganographic Threats Hidden in Image Icons”, EAI International 
Conference on Pervasive knowledge and collective intelligence on Web and Social Media (PerSoM), 
vol. 494, DOI: https://doi.org/10.1007/978-3-031-31469-8_6
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Autoencoder-based Anomaly Detection System
Methodology

RQ: Can we build a model for learning to model normal behavior?

A: Use encoder-decoder architecture for learning to reproduce normal
data. Reconstruction error is adopted for detecting anomalies.

Normal data exhibit low
reconstruction error, causing
anomalies to be elements
with a high reconstruction
error.

• Cassavia N., Caviglione L., Gurascio M., Liguori A., Zuppelli M., (2023) “Learning Autoencoder Ensembles 
for Detecting Malware Hidden Communications in IoT Ecosystems”, Journal of Intelligent Information 
Systems (JIIS), DOI: https://doi.org/10.1007/s10844-023-00819-8

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Zuppelli M., (2022) “Ensembling Sparse 
Autoencoders for Network Covert Channel Detection in IoT Ecosystems”, International Symposium on 
Methodologies for Intelligent Systems (ISMIS), vol. 13515, DOI: https://doi.org/10.1007/978-3-031-16564-
1_20
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Autoencoder-based Anomaly Detection System
Methodology
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• Each model is trained using the 
weights of the previous model

• The anomaly score is computed 
by merging the reconstruction 
errors provided by each base 
model

• Cassavia N., Caviglione L., Gurascio M., Liguori A., Zuppelli M., (2023) “Learning Autoencoder Ensembles 
for Detecting Malware Hidden Communications in IoT Ecosystems”, Journal of Intelligent Information 
Systems (JIIS), DOI: https://doi.org/10.1007/s10844-023-00819-8

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Zuppelli M., (2022) “Ensembling Sparse 
Autoencoders for Network Covert Channel Detection in IoT Ecosystems”, International Symposium on 
Methodologies for Intelligent Systems (ISMIS), vol. 13515, DOI: https://doi.org/10.1007/978-3-031-16564-
1_20

• An incremental learning scheme based on an ensemble of 
encoder-decoder architectures is implemented
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Autoencoder-based Anomaly Detection System
Experiments

RQ1: How do the different combination schemes and ensemble sizes
influence the predictive performances?

• Cassavia N., Caviglione L., Gurascio M., Liguori A., Zuppelli M., (2023) “Learning Autoencoder Ensembles 
for Detecting Malware Hidden Communications in IoT Ecosystems”, Journal of Intelligent Information 
Systems (JIIS), DOI: https://doi.org/10.1007/s10844-023-00819-8

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Zuppelli M., (2022) “Ensembling Sparse 
Autoencoders for Network Covert Channel Detection in IoT Ecosystems”, International Symposium on 
Methodologies for Intelligent Systems (ISMIS), vol. 13515, DOI: https://doi.org/10.1007/978-3-031-16564-
1_20
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Autoencoder-based Anomaly Detection System
Experiments

RQ2: How does the deep ensemble model compare with base deep
models? Can the ensemble strategy improve the performance of the
‘single’ model?

• Cassavia N., Caviglione L., Gurascio M., Liguori A., Zuppelli M., (2023) “Learning Autoencoder Ensembles 
for Detecting Malware Hidden Communications in IoT Ecosystems”, Journal of Intelligent Information 
Systems (JIIS), DOI: https://doi.org/10.1007/s10844-023-00819-8

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Zuppelli M., (2022) “Ensembling Sparse 
Autoencoders for Network Covert Channel Detection in IoT Ecosystems”, International Symposium on 
Methodologies for Intelligent Systems (ISMIS), vol. 13515, DOI: https://doi.org/10.1007/978-3-031-16564-
1_20
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Autoencoder-based Anomaly Detection System
Experiments

RQ3: How is the proposed model robust to lack of data, i.e., limited
training data?

• Cassavia N., Caviglione L., Gurascio M., Liguori A., Zuppelli M., (2023) “Learning Autoencoder Ensembles 
for Detecting Malware Hidden Communications in IoT Ecosystems”, Journal of Intelligent Information 
Systems (JIIS), DOI: https://doi.org/10.1007/s10844-023-00819-8

• Cassavia N., Caviglione L., Guarascio M., Liguori A., Zuppelli M., (2022) “Ensembling Sparse 
Autoencoders for Network Covert Channel Detection in IoT Ecosystems”, International Symposium on 
Methodologies for Intelligent Systems (ISMIS), vol. 13515, DOI: https://doi.org/10.1007/978-3-031-16564-
1_20
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Siamese Neural Network for Anomaly Detection
Methodology

RQ: Can we define a model that can learn different normality behavior
modes for isolating outliers?

A: Use a Siamese Network for mapping data into data points lying on a
latent space

• Data sharing the same/similar characteristics are close in the latent space,
meaning they belong to the same category, i.e., a possible normality pattern.

• All the data placed far from the different normality patterns are considered
anomalies.

Liguori, A., Manco, G., Ritacco, E., Ruffolo, M., Iiritano., S., (2021), “A Deep Learning Approach for 
Unsupervised Failure Detection in Smart Industry (Discussion Paper)”, The 29th Italian Symposium on 
Advanced Database Systems, SEBD 2021, URL: https://ceur-ws.org/Vol-2994/paper54.pdf
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Siamese Neural Network for Anomaly Detection
Methodology
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• Apply a sliding window procedure for 
generating a set of fixed-size 
observation windows

• Make the Siamese network compare 
pairs of subsequences: The network 
learns how to distinguish sub-
sequences belonging to the same 
micro-category

Liguori, A., Manco, G., Ritacco, E., Ruffolo, M., Iiritano., S., (2021), “A Deep Learning Approach for 
Unsupervised Failure Detection in Smart Industry (Discussion Paper)”, The 29th Italian Symposium on 
Advanced Database Systems, SEBD 2021, URL: https://ceur-ws.org/Vol-2994/paper54.pdf
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Siamese Neural Network for Anomaly Detection
Methodology

• Since anomalies are rare events, the 
network will configure its parameters 
mainly according to regular data

• When the network finds something 
that is distant from all the discovered 
normality patterns, it is classified as 
anomalous.
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Liguori, A., Manco, G., Ritacco, E., Ruffolo, M., Iiritano., S., (2021), “A Deep Learning Approach for 
Unsupervised Failure Detection in Smart Industry (Discussion Paper)”, The 29th Italian Symposium on 
Advanced Database Systems, SEBD 2021, URL: https://ceur-ws.org/Vol-2994/paper54.pdf
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Siamese Neural Network for Anomaly Detection
Experiments

RQ1. Is the model able to perfectly separate the different normality 
patterns?

Liguori, A., Manco, G., Ritacco, E., Ruffolo, M., Iiritano., S., (2021), “A Deep Learning Approach for 
Unsupervised Failure Detection in Smart Industry (Discussion Paper)”, The 29th Italian Symposium on 
Advanced Database Systems, SEBD 2021, URL: https://ceur-ws.org/Vol-2994/paper54.pdf
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Siamese Neural Network for Anomaly Detection
Experiments

RQ2. Is the Siamese-based approach effective in detecting anomalous 
situations? 

Liguori, A., Manco, G., Ritacco, E., Ruffolo, M., Iiritano., S., (2021), “A Deep Learning Approach for 
Unsupervised Failure Detection in Smart Industry (Discussion Paper)”, The 29th Italian Symposium on 
Advanced Database Systems, SEBD 2021, URL: https://ceur-ws.org/Vol-2994/paper54.pdf
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Adversarial Reconstruction Networks
Methodology

The adversarial game has associated the discriminator loss

and the generator loss

ℒ𝒟 𝜃 𝜙, 𝜓) = 	𝔼"∼ℙ𝒟 log 𝑝%(0|𝑥) + 𝔼 "∼ℙ𝒟
&∼'"()|")
,"∼-#(%)

log 𝑝%(1| 4𝑥)

ℒ. 𝜙,𝜓 𝜃) = 	𝔼 "∼ℙ𝒟
&∼'"()|")
,"∼-#(%)

log 𝑝%(0| 4𝑥) + 𝔼 "∼ℙ𝒟
&∼'"()|")
,"∼-#(%)

log 𝑝(𝑥| 4𝑥) 	− 𝕂𝕃 𝑞/ 𝑧 𝑥 ||𝑝(𝑧)

• Liguori A., Manco G., Pisani F. S., Ritacco E., "Adversarial Regularized Reconstruction for Anomaly
Detection and Generation”, 2021 IEEE International Conference on Data Mining (ICDM), Auckland,
New Zealand, 2021, pp. 1204-1209, doi: 10.1109/ICDM51629.2021.00145.

• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial 
Counterfactual Generation”, Submitted: Knowledge and Information Systems (Major review)
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RQ4. Which components of the model contribute to the overall 
quality? How do the architectural choices affect the accuracy of the 
resulting predictions?
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Adversarial Reconstruction Networks
Experiments

• Liguori A., Manco G., Pisani F. S., Ritacco E., "Adversarial Regularized Reconstruction for Anomaly
Detection and Generation”, 2021 IEEE International Conference on Data Mining (ICDM), Auckland,
New Zealand, 2021, pp. 1204-1209, doi: 10.1109/ICDM51629.2021.00145.

• Liguori A., Ritacco E., Pisani F.S., Manco G., “Robust Anomaly Detection via Adversarial 
Counterfactual Generation”, Submitted: Knowledge and Information Systems (Major review)
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• RQ1. Can FuDGE be used to track and predict graph 
evolution in real-world scenarios? How does it compare to 
state-of-the-art approaches?

Dynamic Graph Generation for Anomaly Detection
Experiments
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• RQ2. Which components of the model contribute to the 
overall quality? How do the architectural and learning 
choices affect the accuracy of the model performance?

Dynamic Graph Generation for Anomaly Detection
Experiments
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